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Problem 1

a) What is the difference between an unconditionally secure cipher and a computationally secure cipher?

(
(b) What are the two general approaches for attacking a cipher?
(

(d

)
)
c¢) Briefly explain the one-time pad and its limitations.
) What is the difference between diffusion and confusion?
)

(e) Explain the avalanche effect.

Problem 2

Consider the 5-bit permutation function P = [2 1 5 3 4].

(a) Find the inverse permutation P~! of P.
(b) Compute the output of P for the inputs 01010, 11010, 01100.
(c) From (b) verify that P~! in (a) is the inverse of P.

Problem 3

Given the function F shown in Figure 1. The expansion permutation E = [4 1 2 3 2 3 4 1], the permutation P
= [2 14 3], and the S-boxes are given as:

10 2 3 0 3 1 2
31 0 2 32 01
=19 0 3 1|7 |1 0 3 2
1 3 2 0 21 30
If you know that the 4-bit input R = [0 1 1 0] and the 4-bit output C = [1 0 0 1]; perform simple cryptanalysis

to find the possible keys K.

Problem 4

One important property which makes DES secure is that the S-boxes are nonlinear. In this problem we verify
this property by computing the output of Sy for several pairs of inputs. Show that Sy (z1)®S1(x2) # S1(x1Bw2),
where “@” denotes bitwise XOR, for:

(a) 1 = 000000, x5 = 000001
(b) z; = 111111, 25 = 100000
(¢c) x1 = 101010, 25 = 010101

Problem 5

Assume we perform a known-plaintext attack against DES with one pair of plaintext and ciphertext. How many
keys do we have to test in a worst-case scenario if we apply an exhaustive key search in a straightforward way?
How many on average?
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Figure 1: Problem 3

Problem 6

What is the output of the first round of the DES algorithm when the plaintext and the key are both all zeros?
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Ciphertext
v= DES;(x)

P

58 50 42 34 26 18 10 2
60 5244362820124
62 54 46 38 30 22 14 6
64 56 48 40 3224 16 8
574941332517 9 1
595143352719113
61 5345372921135
63 5547393123157

P

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
375451353 21 61 29
36 4 44 12 52 20 60 28
35343 115119 59 27
342421050 18 58 26
33141 9 4917 57 25
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Block diagram of the f-function
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321 2 3 45
4 56 789
8§ 9 10111213
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29

28 29 30 31 32 1




S-box §;

S-box S,

S-box S3

0123 4567289 101112131415

s b — 2| L

1404 130102151108 03 1006 12 05 09 00 07
00150704 14021301 1006 12 11 09 05 03 08
0401 1408 13060211 15120907 03 10 05 00
151208020409 010705110314 100006 13

012 3 456 78 9 101112131415

W b2 =

150108 1406 11030409 070213120005 10
03 130407150208 14120001 100609 11 05
001407111004 13010508 120609 03 02 15
1308 100103 150402 110607 1200 05 14 09

012 3 456 789 101112131415

W b = D] L
st

100009 1406 03 150501 131207 11 04 02 08
1307000903040610020805141211 1501
130604 09 08 150300 110102120510 14 07
0110130006 09080704 151403110502 12




S-box 54

S4

0123456789 101112131415

L b =

0713 1403000609 100102080511 120415
1308 110506 150003 04 07 02 12 01 10 14 09
1006 0900 12 11 07 13 1501 03 14 05 02 08 04
03150006 1001 1308090405 11120702 14

S-box S5

0123456789 101112131415

[""M'_':’LE‘F

0212040107 10 11 06 08 05 03 15 13 00 14 09
14 11 02 12 04 07 13 01 05 00 15 10 03 09 08 06
04020111 101307081509 1205060300 14
11 08 1207 01 14 02 13 06 15 00 09 10 04 05 03

S-box 5S¢

0123456789 101112131415

t..uM-—-Dg:n

1201 101509 02 06 08 00 13 03 04 14 07 05 11
101504 0207 1209 0506 01 13 14 00 11 03 08
091415050208 1203 07 0004 1001 13 11 06
040302120905 151011 140107 06 00 08 13

) S-box $5

0123456789 101112131415

(VI O ] )
|

04110214 150008 1303 12 09 07 05 10 06 01
13001107 04 0901 10 14 03 0512 02 15 08 06
0104 1113120307 14 10 15 06 08 00 05 09 02
06 11 13080104 1007090500 15140203 12

L S-box Sg

01 23 456789 101112131415

WM'—":':E’J

1302080406 151101100903 14 0500 12 07
01151308 1003 07 04 120506 11 00 14 09 02
07 1104 01 09 12 14 02 00 06 10 13 15 03 05 08
0201 140704 1008 131512090003 0506 11




The permutation P within the f-function

F

16 7 202129 12 28 17
1 152326 5 18 31 10
2 824143227 3 9
191330 6 2211 4 25

Initial key permutation PC — 1

PC—1

574941332517 9 1
58 50 42 34 26 18 10 2
5951433527 1911 3
60 52 44 36 63 55 47 39
312315 7 62 54 46 38
3022 14 6 61 53 45 37
292113 5 282012 4
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Round key permutation PC — 2

PC -2

14 17 11 24 1

5 3 28

156 2110231912 4
26 8 16 7 272013 2
41 52 31 37 47 55 30 40
51 45 33 48 44 49 39 56
34 53 46 42 50 36 29 32
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Reversed key schedule for decryption of DES
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