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DES



Relation between DES and SDES 
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Feistel Network
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DES Algorithm 
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 Encrypts blocks of size 64 bits.

 Uses a key of size 56 bits.

• Symmetric cipher: uses same key for encryption and decryption

• Uses 16 rounds which all perform the identical operation

• Different subkey in each round derived from main key



The DES Feistel Network 
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• Advantage: encryption and decryption differ only in key 

schedule



Initial and Final Permutation 
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The f-Function 
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The Expansion Function E 
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Add Round Key
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The DES S-Boxes 
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The DES S-Boxes 
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The Permutation P  
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Key Schedule  
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Key Schedule  
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Decryption  

ECE5632 - Spring 2023-Dr. Farah Raad 16



Avalanche Effect 
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 The avalanche effect is a property of any encryption 

algorithm such that a small change in either the 

plaintext or the key produces a significant change in 

the ciphertext.



Security of DES 
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 After proposal of DES two major criticisms arose:

1. Key space is too small (256 keys)

2. S-box design criteria have been kept secret: Are there any hidden analytical attacks (backdoors).

 Analytical attacks:
• Differential cryptanalysis and linear cryptanalysis attacks against DES were 

proposed only in theory.

 Brute-force attacks:
• Can be easily broken in practice by brute-force attacks, given a special-purpose 

key-search machine.

• Examples of actual special-purpose key-search machines include; Deep Crack, 

and COPACOBANA.



Triple DES (TDES / 3DES) 
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 Triple encryption using DES is often used in practice to extend the effective key length 

of DES to 112.

 Advantage:

 choosing k1=k2=k3 performs single DES encryption.

 No practical attack known today.

 Used in many legacy applications, i.e., in banking systems.



See You next Lectures!!
Any Question?
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