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Principle of Symmetric-Key encryption:

• The same secret key K is used for encryption and decryption

• Encryption and Decryption are very similar (or even identical) functions

 We have some problems; key distribution, number of keys, etc.
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 Symmetric Cryptography: Analogy

Safe with a strong lock, only Alice and Bob have a copy of the key

• Alice encrypts : locks message in the safe with her key

• Bob decrypts  : uses his copy of the key to open the safe
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 Idea behind Asymmetric Cryptography 
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Principle: “Split up” the key

During the key generation, a key pair Kpub and Kpr is computed
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 Asymmetric Cryptography: Analogy

Safe with public lock and private lock:

• Alice deposits (encrypts) a message with the - not secret - public key Kpub

• Only Bob has the - secret - private key Kpr to retrieve (decrypt) the message
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Basic protocol for Public-Key encryption:

To study e() and d() .. more Math is needed…
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Essential Number Theory for PKC
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 Compute the greatest common divisor gcd (r0, r1) of two integers r0 and r1

 gcd is easy for small numbers:

1. factor r0 and r1

2. gcd = highest common factor

Example 1 :  𝐫𝟎 = 𝟖𝟒 , 𝐫𝟏 = 𝟑𝟎

 But: Factoring is complicated (and often infeasible) for large numbers
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Example 1 :  𝐫𝟎 = 𝟖𝟒 , 𝐫𝟏 = 𝟑𝟎
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 Note: very efficient method even for long numbers:

The complexity grows linearly with the number of bits

Example 2 :  𝐫𝟎 = 𝟐𝟕 , 𝐫𝟏 = 𝟐𝟏
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Example 3 :  𝐫𝟎 = 𝟗𝟕𝟑 , 𝐫𝟏 = 𝟑𝟎𝟏
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 How to compute the modular inverse using the Extended Euclidean 

Algorithm:
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Example
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 For PKC, it’s important to know how many numbers in Zm that are 

relatively prime to m.

Why and how?
Why: Will be clear later once we study actual PK cryptosystems.

How: Using Euler’s Phi function simply counts these numbers.

 New problem, important for public-key systems, e.g., RSA:

Given the set of the m integers {0, 1, 2, …, m -1},

 How many numbers in the set are relatively prime to m ?

• Answer: Euler‘s Phi function Φ(m)
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 Manually counting may work for small numbers.

 For large numbers, we use Euler’s Phi function.
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 Used in public-key cryptography.

Euler’s Theorem:

Let a and m be integers with gcd(a,m) = 1, then:

e.g., Let's check with m = 12 and a = 5.
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 Fermat’s Little Theorem:
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 Fermat’s Little Theorem:
Let a be an integer and p be a prime,

 e.g., Let’s check with p = 7 and a = 2



Fermat’s Little Theorem and Euler’s Theorem

ECE5632 - Spring 2024-Dr. Farah Raad 33



Euler’s Phi Function

ECE5632 - Spring 2023-Dr. Farah Raad 34q



See You next Lectures!!
Any Question?
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