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The Advanced Encryption 

Standard (AES) 



The Advanced Encryption Standard (AES) 

ECE5632 - Spring 2025-Dr. Farah Raad 3

AES is the most widely used symmetric cipher today.

Found in every web browser, in banking machines, WiFi routers, etc ..

 The requirements for all AES candidate submissions were:
• Block cipher with 128-bit block size

• Three supported key lengths: 128, 192 and 256 bit

• Security relative to other submitted algorithms

• Efficiency in software and hardware
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 The number of rounds depends on the chosen key length:
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Remember the Feistel structure?

(e.g., SDES, DES)

AES does NOT use the Feistel structure.
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 AES encrypts all 128 bits of the data 

path in each round.

 A subkey is added at the beginning and 

at the end of encryption (key whitening)

 AES number of rounds depend on the 

key length:
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 Each round consists of 4 layers:

1) Byte Subsitution

2) Shift Row

3) Mix Column

4) Key Addition

 Except in the last round, there’s 

no Mix Column layer
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Note: AES is byte oriented cipher. 

The 128 bit data block (data path) is split into 16 bytes.

with A0,…, A15 denoting the 16-byte input of AES 



AES Encryption Round

ECE5632 - Spring 2025-Dr. Farah Raad 9



AES Encryption Round

ECE5632 - Spring 2023-Dr. Farah Raad 10



AES Internals

ECE5632 - Spring 2023-Dr. Farah Raad 11

a) The Byte Substitution Layer:
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a) The Byte Substitution Layer:

Example
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b) The Diffusion layerr:
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1) Shift Rows Sublayer:
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2. MixColumn Sublayer
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2. MixColumn Sublayer

Example:
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ECE5632 - Spring 2025-Dr. Farah Raad 17

c. Key Addition Layer



Key Schedule
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See You next Lectures!!
Any Question?
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