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Some History

 1976: Public key cryptography first introduced:

Martin Hellman and Whitfield Diffie published their landmark publickey paper in 1976

 1977: Rivest–Shamir–Adleman (RSA) proposed the asymmetric RSA cryptosystem algorithm

 Until now, RSA is the most widely use asymmetric cryptosystem although elliptic curve cryptography 

(ECC) becomes increasingly popular

 RSA is mainly used for two applications

• Transport of (i.e., symmetric) keys

• Digital signatures 
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1) How to encrypt/decrypt?

2) How to compute Kpuband Kpr?
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Encryption and Decryption
 RSA operations are done over the integer ring 𝑍𝑛 (i.e., arithmetic modulo n), where n = p * q, with 

p, q being large primes

 Encryption and decryption are simply exponentiations in the ring

 In practice x, y, n and d are very long integer numbers (≥ 1024 bits)
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Key Generation
 Like all asymmetric schemes, RSA has set-up phase during which the private and public keys are 

computed
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Remarks:

• Choosing two large, distinct primes p, q (in Step 1) is non-trivial

• gcd(e, Φ(n)) = 1 ensures that e has an inverse and, thus, that there is 

always a private key d

Notes: 

 In practice, n is ≥ 1024 bits long.

Strength of RSA with n = 𝟐𝟑𝟎𝟕𝟐 is equivalent to AES128.

Longer n means more security, but slower computation.

p and q should differ in length by only a few digits . . . p, q ≥ 512 bits long
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Example: RSA with small numbers:
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Parameters Example

ECE5632 - Spring 2024-Dr. Farah Raad



RSA Algorithm

11

Proof of Correctness
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Proposed in 1976 by Whitfield Diffie and Martin Hellman

Widely used, e.g. in Secure Shell (SSH), Transport Layer Security 

(TLS), and Internet Protocol Security (IPSec)

The Diffie–Hellman Key Exchange (DHKE) is a key exchange 

protocol and not used for encryption

 (For the purpose of encryption based on the DHKE, ElGamal can 

be used.)
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Essential idea:

 Choose two random secrets a and b

 Both parties can calculate that value without sending secrets 

over the wire
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Example
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Cyclic Groups
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 See Lecture 6A.
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Example
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Example : Is (𝒁𝟗 , ×) a multiplicative group?
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• In the previous example, ord(3)=5.

• Don’t confuse ord(a) with |G|
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Example
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Example

 Let’s look again at all the elements that are generated by powers of 

two.

 The powers of a = 2 actually generate all elements of the group 𝑍11
∗
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 It is important to stress that the number 2 is not necessarily a generator 

in other cyclic groups 𝑍𝑛
∗

 The element 2 is thus not a generator in that group.
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 Cyclic Groups are the basis of several cryptosystems.

• For every prime p, (𝒁𝒑
∗ , ×) is a cyclic group.
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 Property 1: Proof using Fermat’s little theorem for 𝒁𝒑
∗

 Property 2: example using 𝒁𝟏𝟏
∗

| 𝒁𝟏𝟏
∗ | = 10

Possible orders ∈ {1, 2, 5, 10}
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 Property 2: example using 𝒁𝟏𝟏
∗ ∗

| 𝒁𝟏𝟏
∗ | = 10

Possible orders ∈ {1, 2, 5, 10}

 How many primitive elements (i.e., generators) do we 

have?

 Four elements: 2, 6, 7, 8.
 The only element orders in this group are 1, 2, 5, and 10, since 

these are the only integers that divide 10.
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How is this related to DHKE?
 Cyclic groups make good Discrete Logarithm Problems.
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By using a brute-force 

attack, we obtain a 

solution for x = 17
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 3 is a primitive element or generator under the multiplication operation



Example: mod 7
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Concept of Encryption using DLP
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 Attacker’s possible steps to solve DHP:

 For attackers, step 1 is computationally a very hard problem if p is large 

enough >1024 bits.
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 DHKE alone is vulnerable to active attacks.
• i.e., the protocol can be defeated if the attacker can modify the messages or 

generate false messages.

• So, digital signatures and public-key certificates are used to overcome this 

vulnerability.

 Passive attacks.
 Examples:

• Exhaustive search

• Index-calculus algorithm

• Baby-step giant-step algorithm

• Pollard’s rho algorithm

• Pohlig–Hellman algorithm

 To overcome, use large p 



See You next Lectures!!
Any Question?
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