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Digital Signature



PKC Algorithms: Three Families
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There are many security services. Most importantly:

• Confidentiality: Information is kept secret from all but the authorized parties.

• Message Authentication: The sender of a message is authentic.

• Message Integrity: Message has not been modified during transmission.

• Nonrepudiation: The sender of a message can’t deny the creation of the 

message.
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 Alice orders a pink car from the car salesmen Bob

 After seeing the pink car, Alice states that she has never 

ordered it:

 How can Bob prove towards a judge that Alice has ordered a 

pink car? (And that he did not fabricate the order himself)

 Symmetric cryptography fails because both Alice and Bob 

can be malicious

 Can be achieved with public-key cryptography
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Basic Concept of Digital Signatures
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 For a given message x, a digital signature 

is appended to the message (just like a 

conventional signature).

 Only the person with the private key 

should be able to generate the signature.

 The signature must change for every 

document.

⇒The signature is realized as a function with 

the message x and the private key as input.

⇒The public key and the message x are the 

inputs to the verification function.



Basic Concept of Digital Signatures

ECE5632 - Spring 2025-Dr. Farah Raad
9



RSA Digital Signature

ECE5632 - Spring 2025-Dr. Farah Raad 1
0



RSA Digital Signature: Example
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Suppose Bob wants to send a signed message (x = 4) to Alice using 

RSA signature. Given p = 3 and q = 11. Compute signature as the 

sender and verify it as the receiver.
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ElGamal Digital Signature: Example
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Bob wants to send a message to Alice. This time, it should be signed 

with the Elgamal digital signature scheme. 



Presentation Topics
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Whirlpool Hash Function

Open-PGP CFB mode of operation

Attacks against Open-PGP CFB mode of operation

Homomorphic Encryption Algorithms

Secret Sharing Protocols

Chosen-prefix collision attack on SHA-1 Hash function



See You next Lectures!!
Any Question?
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