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The Advanced Encryption 
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AES is the most widely used symmetric cipher today.

Found in every web browser, in banking machines, WiFi routers, etc ..

 The requirements for all AES candidate submissions were:
• Block cipher with 128-bit block size

• Three supported key lengths: 128, 192 and 256 bit

• Security relative to other submitted algorithms

• Efficiency in software and hardware
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How does it work?

All internal operations of AES are based on Finite Fields.
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What’s a Field?
Abstract (modern) algebra consists of three basic elements

1. Group

2. Ring

3. Field
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2. Ring 
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3. Field 
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 In crypto, we almost always need finite sets.

 Order or cardinality of the field: number of elements in GF.



Types of Finite Fields
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Prime Field Arithmetic
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 How to test whether a P(x) is reducible or not?
https://www.youtube.com/watch?v=pHQ73N3n-ZU
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See You next Lectures!!
Any Question?
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