Example: Encrypt the given plaintext using AES algonthm Consider the given master

key to generate the round keys.

Plamntext in Hex : 54 77 6F 20 4F 6E 65 20 4E 69 6E 63 20 54 77 6F
Master key in Hex: 54 68 61 74 73 206D 79 204B 75 6E 67 2046 75

Solution: We generate the 10 round key form given master key, we divide the given key

into four word each word has 4 bytes.
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Kev m matrix form:

Kev 1 word form:

Wp W Wz
34686174 |73206D 79 | 204B 75 6E

Stepl: RotWord performs a one-byte circular left shift on word (ws3).
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Step2: SubWord performs a byte substitution on each byte of its input word, using the

S-box.
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Step3: The result of step 2 1s XORed with a round constant. Rcon [j].

i | 2 3 4 5 f 7 8 9 10
RC[j] 01 02 (M 08 10 20 40 &0 1B 36
Adding round constant (01 00 00 00) to do XOR. with the results form step 2:

RC, 0000 0001 | 0000 0000 | D000 0000 | D000 0000

Wi 10110111 | 0101 1010 | 1001 1101 | 1000 0101

XOR (g(Wp) | 1011 0110 | 0101 1010 | 1001 1101 | 1000 0101

=(Wp;) HEX B6 5A 9D 85

g(Wpp | B6 | 5A | 9D | & Wi E2 | 32 | FC | F1
Wig 54 | 68 | 61 | T4 Wi 73 | 20 | 6D | 79
XOR(Wpp | E2 | 32 | FC | F1 XOR(Wp) | 91 | 12 | 91 | 88
Wis) o1 [ 12 ] o1 | 88 W | BL | 59 | E4 | E6
Wi | 20 | 4B | 75 | 6E Wi 67 | 20 | 46 | 75
XOR(Wip | BL | 59 | E4 | E6 XOR(Wp) | D6 | 79 | A2 | 93

First round kev:

E232FCF1911291 88B159E4E6D6 79 A2 93




By using the same procedure to get the full 10 rounds sub key:

Initial round | 54 68 61 74 73 20 6D 79 204B 75 6E 67 2046 75
Round 1 E232FCF1911291 88B1 59 E4E6D6 79 A2 93
Round 2 36082007 CT1ABl1 8F 7643 5569 A03AFTFA
Round 3 D2600DE7157TABCG686339E901C3031EEFB
Round 4 Al 1202C9B468 BE A1 D751 57 AD 14 52 49 5B
Round 5 B1293B3305418592D210D232C6429B 69
Round 6 BD3DC2B7 B8 7C 47 15 6A 6C 9527 AC 2E OE 4E
Round 7 CCO95ED 16 T4 EA AA 03 1E 86 3F 24 B2 A8 31 6A
Found 8 SE51EF21FABB4522E43D 7TA 06 56 95 4B 6C
Round 9 BFE2BF904559FAB2A16480B4F/F1CB D8
Round 10 26 FDDE F8 6D A4 24 4A CC C0O A4 FE 3B 31 6F 26

For the main process:

Stepl: Plaintext 1s broken into blocks consisting of 16 bytes

54 |4F (4E |20
77 |6E |69 |54
6F |65 |6E |77
20 (20 |65 |6F
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The mitial key adding (X OFR.) between plaintext and mmitial key as following:
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Step 2: (Round 1): The 4 % 4 byte matrix undergoes a Substitute bytes using an 5-box
table to perform a 4 X 4 substitution of the block. The leftmost 4 bits of the byte are used

as a row value and the rightmost 4 bits are used as a column value.
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Step3: The output of Substitute bytes is 4 X 4 byte matrix need to throughout shift row

transformation.




500 | %0.1 | %02 | 503 m S0 | So.1 | %02 | 503
S10| 51| 512 | 513 — | I I | — S| S12 | 513 | S0
P
520|521 | S22 |S23|—> | | | | | 522 523 | 520 | 521
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530 | 31| 32| 33| —— [ —— | 33| B0 531|532
T~
63 |EB |9F | AD 63 |EB|9F | AO
CO |2F |93 |92 2F 193 |92 |CO
AB[30 [AF|C7 Lift shift AT [C7 [AB 30
20 [CB|2B A2 550 [cB 158

Step4: The output of shift row transformation bytes is 4 X 4 byte matrix need to

throughout mix column transformation (MixColumns) operates on each column

mdividually.
02 03 01 o01]|fe3| EB 9F 40 v84 E8 1B
01 02 03 O01|f2F| 93 92 cCo|_|75 A4 8D 40
01 01 02 O03|JjAF| €7 AB 30 F4 8D 06 7D
03 01 o1 o02l§42] 20 CB 2B 7A 32 0E 5D
02.63 |x(x*+x*+x+1) ¥ +x+x +x 1100 0110
03.2F | (x+ 1+ +x*+ x+1) |2+ +a*+1 01110001
DLAF | (D(x" +x°+23 +22 + x+1) |(x"+2° +2* + 2+ x+ 1) | 10101111
01.42 | (1)(x" +2° + x) (27 +x° + x) 10100010

XOR

10111010




Step3: add round key transformation. the 128 bits (4 X 4 byte matrix) of the results
from MixColumns are bitwise XORed with the 128 bit (4 X 4 byte matrix) round key.

BA |84 |E8 | 1B E2 |91 |B1 |D6 58 |15 |39 (CD
75 |A4 | 8D | 40 2 [12 |59 |79 _ 47 |B6 [D4 |39
F4 |8D |06 | 7D D FC (91 |E4 |A2 B 08 | 1C |E2 |DF
TA |32 |0OE | 5D F1 |88 |E6 |93 8B |BA |E§ |CE

After applying the same process to complete the results of all 9 round. The results of last
one round 10 are:

After substitute byte the results 1s:

01 |3A |8C |21

33 |3E |BO|E2
3D |B8 |8E |04
BC | 4D | 1C | A7

After shaft rows:

01 |3A |8C |21
3E |BO |E2 |33
8E |04 | 3D |BS
A7 |BC |4D | 1C

Note: no Mixcolumns in last round



After XOR with round key 10:

29 |57 |40 | 1A
C3 |14 |22 |02

50 |20 |99 | D7
5F |F6 |B3 |3A

The final cipher text1s: 29 C3 S05F 57 14 20 F6 40 22 99 B3 1A 02 D7 3A




