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ElGamal Encryption



PKC Algorithms: Three Families
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ElGamal Encryption
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 Invented in 1985 by Taher ElGamal.

 Can be viewed as an extension of the DHKE protocol

 Based on the intractability of the discrete logarithm problem and the Diffie–

Hellman problem 



The Elgamal Encryption Protocol
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 This looks very similar to the DHKE! The actual Elgamal protocol re-orders the computations 

which helps to save one communication 
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Principle of ElGamal Encryption
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 This looks very similar to the DHKE! The actual Elgamal protocol re-orders the computations 

which helps to save one communication .



ElGamal Encryption
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Example: In this example, Bob generates the Elgamal keys and Alice 

encrypts the message x = 26.



ElGamal Encryption
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 Proof of Correctness:



ElGamal Encryption
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 KE  must be different for every x.

 ElGamal is a probabilistic encryption scheme, unlike schoolbook 

RSA.

 Since it depends on DLP, p should be at least 1024 bits long.

 i, Kpr should result from a TRNG.



ElGamal Encryption: Attack
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ElGamal Encryption: Attack
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ElGamal Encryption: Attack
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Example
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 Find 3100000 mod 53

 Use Fermat’s theorem to find a number x between 0 

and 36 with 𝑋145 equivalent to 7 modulo 37.



Example :1
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 Find 3100000 mod 53



Example :2
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 Use Fermat’s theorem to find a number x between 0 and 

36 with 𝑋145 equivalent to 7 modulo 37.



Presentation Topics
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Whirlpool Hash Function

Open-PGP CFB mode of operation

Attacks against Open-PGP CFB mode of operation

Homomorphic Encryption Algorithms

Secret Sharing Protocols

Chosen-prefix collision attack on SHA-1 Hash function



See You next Lectures!!
Any Question?
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