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Problem 1

(a) What is the difference between an unconditionally secure cipher and a computationally secure cipher?

(b) What are the two general approaches for attacking a cipher?

(c) Briefly explain the one-time pad and its limitations.

(d) What is the difference between diffusion and confusion?

(e) Explain the avalanche effect.

Problem 2

Consider the 5-bit permutation function P = [2 1 5 3 4].

(a) Find the inverse permutation P−1 of P .

(b) Compute the output of P for the inputs 01010, 11010, 01100.

(c) From (b) verify that P−1 in (a) is the inverse of P .

Problem 3

Given the function F shown in Figure 1. The expansion permutation E = [4 1 2 3 2 3 4 1], the permutation P
= [2 1 4 3], and the S-boxes are given as:

S0 =


1 0 2 3
3 1 0 2
2 0 3 1
1 3 2 0

 S1 =


0 3 1 2
3 2 0 1
1 0 3 2
2 1 3 0


If you know that the 4-bit input R = [0 1 1 0] and the 4-bit output C = [1 0 0 1]; perform simple cryptanalysis
to find the possible keys K.

Problem 4

One important property which makes DES secure is that the S-boxes are nonlinear. In this problem we verify
this property by computing the output of S1 for several pairs of inputs. Show that S1(x1)⊕S1(x2) ̸= S1(x1⊕x2),
where “⊕” denotes bitwise XOR, for:

(a) x1 = 000000, x2 = 000001

(b) x1 = 111111, x2 = 100000

(c) x1 = 101010, x2 = 010101

Problem 5

Assume we perform a known-plaintext attack against DES with one pair of plaintext and ciphertext. How many
keys do we have to test in a worst-case scenario if we apply an exhaustive key search in a straightforward way?
How many on average?
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Figure 1: Problem 3

Problem 6

What is the output of the first round of the DES algorithm when the plaintext and the key are both all zeros?
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Data Encryption Standard
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