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Problem 1

Compute A(x) +B(x) and A(x).B(x) in GF(24):

(a) A(x) = x2 + 1, B(x) = x+ 1

(b) A(x) = x2 + 1, B(x) = x3 + x2 + 1

Where, the irreducible polynomial is P (x) = x4 + x+ 1

Problem 2

How many bytes in State are affected by ShiftRows? Describe MixColumns.

Problem 3

Calculate the first round key (K1) of the key expansion for a 128-bit key of all zeros.

Problem 4

Assume that the input state to the MixColumn layer is [25, 25, ..., 25]. Determine the output.

Note: the MixColumn transformation matrix is :


02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02
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Figure 1: S-Box
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