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Faculty of Engineering 

Module Code:  ECE5432/ECE5632 

Module Title:    Cryptography 

Semester: Mid Term Exam – Spring 2024 

Answer all of the following questions:   

 

Question (1):                                                                                                                                [10 Marks] 

 

A) What is the output of the first round of the DES algorithm when the plaintext and the key are both 

all ones?         LO2                                                                                                                   [6pt] 

Answer : 
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B) We are assuming that we have a ciphertext message was that encrypted using a 2 × 2 Hill cipher. 

Suppose that ciphertext "izkuizptjfhxrxwmvfexre" corresponds to plaintext 

"staystrongforyourself". Get Key                  LO1&LO3                                                         [4pt] 

Answer : 

5    17 

8     3 

 

 

Question (2):                                                                                                                                [10 Marks] 

A) Consider the Affine cipher encryption function: y = (a.x + b) mod 26 ,  x= a−1 (y - b) mod 26 

Where, y is the ciphertext and x is the plaintext.             LO2 & LO3 

1. What are the limitations on the values of a, and b?                                                             [1pt] 

2. Is the Affine cipher secure? Explain why or why not.                                                        [1pt] 

3. Given a= 5, b =8, Decrypt the following ciphertext: MaaxQapvwvm                              [2pt] 

Answer : 
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1. Since the alphabet is 26 characters, the value of b can only be 26. Thus, there are only 312 (12 * 26) 

keys possible. Additionally, if only 2 characters of the original text are known, the cipher can be 

cracked using a system of equations.  

An affine cipher has two parts to its key – an additive part b (the shift) and a multiplicative part m 

(the decimation interval). There are 26 Caesar ciphers; so, there are 26 choices for b. For each of 

those 26 choices for the additive key, there are 12 possible choices for the multiplicative key m.  

2. No! The key space is only a bit larger than in the case of the shift cipher: 

key space = (#values for a)×(#values for b) 

= 12×26 = 312  

Again, several attacks are possible, including: Exhaustive key search and letter frequency analysis, 

similar to the attack against the substitution cipher. 

3. GoodMorning 

 

B) Compare between CTR and OFB modes of operation of block ciphers. Your comparison must 

satisfy the following:                   LO2  

1. Block diagrams of Encryption/Decryption for each mode.                                                  [4pt] 

Answer : 

CTR                                                                                  OFB 

 
 

2. The capability for parallel processing and random access in each mode.                            [2pt]        

Answer : 

CTR : parallel processing Yes  in Encryption and decryption  

             random access  Yes 

OFB: parallel processing NO 

             random access  NO 

 

Best Wishes 

Dr. Farah Raad 
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